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 Section 1.1 Adopt - Assess

HIT Security Risk Analysis 
Your staff and clients and clients may think that health information technology (HIT) and electronic health record (EHR) systems in particular are not as secure as paper records. The American Health Information Management Association (AHIMA) believes that computerizing health records can enhance the privacy and security of protected health information. HIT can be made more secure than paper records if policies about security access controls, audit trails, and proper workstation utilization measures are adopted.
Instructions for Use 

Use this tool to help assess your needs relative to compliance with the HIPAA Security Rule. The following table from 45 CFR Part 164 Subpart C – Security Standards for the Protection of Electronic Protected Health Information outlines the requirements. 
	Standards
	Rule Section
	Implementation Specifications

(R)=Required, (A)=Addressable

	Administrative Safeguards

	Security Management Process
	164.308(a)(1)
	Risk Analysis (R)

Risk Management (R)

Sanction Policy (R)

Information System Activity Review (R)

	Assigned Security Responsibility
	164.308(a)(2)
	(R)

	Workforce Security
	
	Authorization and/or Supervision (A)

Workforce Clearance Procedure

Termination Procedures (A)

	Information Access Management
	164.308(a)(4)
	Isolating Healthcare Clearinghouse Function (R)

Access Authorization (A)

Access Establishment and Modification (A)

	Security Awareness and Training
	164.308(a)(5)
	Security Reminders (A)

Protection from Malicious Software (A)

Log-in Monitoring (A)

Password Management (A)

	Security Incident Procedures
	164.308(a)(6)
	Response and Reporting (R)

	Contingency Plan
	164.308(a)(7)
	Data Backup Plan (R)

Disaster Recovery Plan (R)

Emergency Mode Operation Plan (R)

Testing and Revision Procedure (A)

Applications and Data Criticality Analysis (A)

	Evaluation
	164.308(a)(8)
	(R)

	Business Associate Contracts and Other Arrangement
	164.308(b)(1)
	Written Contract or Other Arrangement (R)

	Physical Safeguards

	Facility Access Controls
	164.310(a)(1)
	Contingency Operations (A)

Facility Security Plan (A)

Access Control and Validation Procedures (A)

Maintenance Records (A)

	Workstation Use
	164.310(b)
	(R)

	Workstation Security
	164.310(c)
	(R)

	Device and Media Controls
	164.310(d)(1)
	Disposal (R)

Media Re-use (R)

Accountability (A)

Data Backup and Storage (A)

	
Technical Safeguards


	Access Control
	164.312(a)(1)
	Unique User Identification (R)

Emergency Access Procedure (R)

Automatic Logoff (A)

Encryption and Decryption (A)

	Audit Controls
	164.312(b)
	(R)

	Integrity
	164.312(c)(1)
	Mechanism to Authenticate Electronic Protected Health Information (A)

	Person or Entity Authentication
	164.312(d)
	(R)

	Transmission Security
	164.312(e)(1)
	Integrity Controls (A)

Encryption (A)


ARRA/HITECH and State Data Breach Notification Laws

In addition to HIPAA requirements, the American Recovery and Reinvestment Act (ARRA)/HIT for Economic and Clinical Health (HITECH) Act and 44 states, including Minnesota, have data breach notification requirements. While you may find some differences between HITECH and a specific state’s statutes, all require reporting to individuals any security incident in which their personal information may have been breached. Personal information is distinguished from protected health information (PHI) under HIPAA. Personal information is any information that can be used to identify an individual, including financial, health, and other information; whereas, protected health information is only the individually identifiable information related to health and health care that is addressed in HIPAA. Data breach notification laws are generally intended to aid individuals in managing potential identity theft, but the information handled by health care organizations also can be misused for medical identity theft. Health care organizations that accept credit card payments or store any financial information about individuals particularly are targeted by thieves. Identity theft most frequently occurs by insiders either intent on stealing such information or by outsiders through lax practices, especially inattention to the HIPAA security requirements.
Instructions for Use
1. Complete a Security Risk Analysis (see below) if not previously performed, or update the one you have. Pay particular attention to new threats and vulnerabilities as you add HIT applications. Use the HIT Technical Security Controls tool (2.1 Technical Security Controls) to help you determine what controls may need to be added or strengthened in light of new threats or vulnerabilities.
2. This document supplies key tools for controls relative to the HIPAA Security Rule (with the exception of contingency planning, which is covered in Contingency Plan Assessment). Administrators and information security officials are directed to read the Centers for Medicare & Medicaid (CMS) HIPAA Security Guidance for additional information on physical security controls and controls for remote use, at: www.cms.hhs.gov/SecurityStandard/Downloads/SecurityGuidanceforRemoteUseFinal122806.pdf. 
3. Supplement these tools with penetration tests performed by an information security specialist as deemed necessary.
Security Risk Analysis
You should conduct and maintain a security risk analysis to determine what vulnerabilities exist in your information systems and surrounding administrative and physical controls and what threats exist in your environment that may exploit those vulnerabilities. For instance, if you capture a client’s social security number, this vulnerability may be exploited by a staff member intent on stealing identities. Or, if one of your clients is well-known in your community and has a particularly sensitive diagnosis, a vulnerability may be that your access controls are not strong enough to prevent anyone from accessing this individual’s problem list and releasing such information to the news media or threatening the family with other exposure. Security risk analysis is a management responsibility that should be periodically reviewed in light of new risks, especially as new HIT is adopted.

The following table can be used to maintain your security risk analysis. Use the HIPAA standards as a starting point. Identify each standard and implementation specification and then the threats and vulnerabilities you believe exist, what policies and procedures you have in place to address these, and what technical or other controls exist to support the policies and procedures. Insert a new row each time your risk analysis is updated. Two examples are provided in italics. 
Security Analysis Tracking
	HIPAA Security Standard and Implementation Specification
	Date Assessed
	Threats in Environment
	Vulnerabilities in Information Systems
	Policy & Procedure
	Controls

	§164.308(a)(1) Risk Analysis
	April 20, 2005

(Original date of required compliance)
	Client registration and billing system has access limited to office staff 
	Registration and billing system utilizes a shared password 

	Confidentiality of Registration and Billing System Information
	Awaiting upgrade to accommodate unique userID and password

	
	Jan. 1, 2008
	OASIS data collection system interfaced to client registration and billing system 
	SSN displays in both systems
	Data Breach Notification Procedure
	Need system to mask SSN



	§164.308(b)(1)
Assigned Security Responsibility
	April 20, 2005
	Potential issue with accrediting body compliance
	No staff member appears qualified to perform information security official role
	None
	Administrator assumes the role of ISO

	
	Jan. 1, 2009
	System downtime detrimental to client care and compliance with regulatory requirements
	System is down a lot and there is a long wait time for service
	ISO Job Description
	Contracted services for ISO added to IT contract

	
	
	
	
	
	


Information Access Management
[image: image3.png]Locationo

Classes of
Users

Categories of
PHI

Conditions of
Access

Role-based To classes of users to
categories of PHI
Context-based | Based on
conditions



The following illustration describes the relationship between the minimum necessary use standard in the HIPAA Privacy Rule and the access control and audit control standards in the Security Rule. Also, the illustration highlights the importance of the emergency access procedure standard in the Security Rule, which is often referred to in the security industry and in vendor products as break-the-glass (BTG) capability. If an individual clinician does not have an established treatment relationship with the client, but needs access in an emergency, the clinician can invoke the break-the-glass capability as quickly as a fire alarm can be pulled. A special audit trail is generated when the capability is used. BTG is a strong deterrent to the casual user who may be curious or to those intent on civil or criminal actions.
Instructions for Use
1. Use the Access Control List below for implementing access controls for members of the workforce. Several examples are provided in italics. Remove these and substitute organizational requirements prior to use.

2. Ensure that Human Resources has on file background checks and authorization forms for the role assignment signed by designated members of management for each member of the workforce. Ensure that access controls are turned off immediately when members of the workforce are terminated. 

Access Control List
	Role
	Department
	Application
	Screens/

Data Elements/

Other Conditions
	Role Privileges*
	Context Privileges

	
	
	
	
	R
	W
	P
	S
	BTG
	T
	A
	D
	Location/

Time 

	Clerk / billing
	Accounting
	Billing system
	-Demographics

-Insurance 

-Dx codes
	X
	X
	X
	
	
	
	
	
	

	Field nurse
	Nursing
	OASIS data collection
	-Demographics
-Clinical data
	X
	X
	
	X
	
	X
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	Tele-triage nurse
	Nursing
	OASIS data collection
	-Demographics 
-Clinical data
	X
	X
	
	
	
	
	
	
	

	Physician
	Administration
	Fax service
	-Demographics
-Clinical data
	X
	
	X
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	* Read/view (R), Write and correct (W), Print (P), Sign (S), Break-the-glass (BTG), Transmit (T), System administration (A), Delete (D)


Audit Control Procedures

Instructions for Use
Use the procedure below to document and evaluate your audit controls. In light of new e-discovery rules that may make this information available upon a court ordered motion to discover, assure that your audit logs are not only turned on but evaluated according to a standard procedure the organization sets for itself.

I.  Configuration of Audit Controls

A. Implement systems that randomly review audit logs to determine potential breaches of confidentiality and workforce member accountability.
B. Base the configuration of actions and events to be audited and logged on a security risk analysis. 

1. The following are general items and actions to be logged and audited:

a. System-level events

(1) Monitor the system’s performance

(2) Log-on attempts (successful and unsuccessful)

(3) Log-on ID

(4) Date and time of each log-on attempt

(5) Lockouts of users and terminals

(6) Use of administration utilities

(7) Devices used

(8) Functions performed

(9) Requests to alter configuration files

b. Application-level events

(1) Error messages

(2) Files opened and closed

(3) Modification of files

(4) Security violations within an application

c. User-level events

(1) Identification and authentication attempts

(2) Files, services, and resources used

(3) Commands initiated

(4) Capture security violations



2. 
Special items and actions, such as emergency access and multiple role user access, may be added to regular reviews.

II. 
Review of Audit Information

A. Review audit logs:

1. On a periodic schedule to be identified through a risk analysis for each system, application, and user, as applicable. 

a. Random reviews should be sufficient to include all users and applications on a periodic basis.

b. Heightened reviews should be conducted for system programmers, use of sensitive utilities, access to system software files, operator activities, and selected system elements at critical control points, such as servers and firewalls.

2. On a random basis for specific types of audits based on a risk analysis. These may include, for example, review of access to records of VIPs, members of the workforce, and others to be specified.

3. On request when a manager is concerned about a potential security violation or issue associated with accountability.

B. Implement one or all of the following tools to assist in evaluating audit logs:

1. 
Audit reduction tools, which discard mundane task information and record system performance, security, and user functionality information.

2. 
Variance detection tools that monitor computer and resource usage trends and detect variations.

3. 
Attack signature detection tools to parse audit trails in search for certain patterns.

4. 
Query tools to run reports of selected information based on userID, workstation ID, application name, date, time, and other specified parameters.

III.  Utilizing Audit Information

A. Notify all members of the workforce that auditing is performed through a warning banner placed on the workstation prior to log-on. 

B. Use audit information to identify potential problems. Because audit trails can only identify potential problems, with many false positives, audit trails may trigger heightened auditing in order to detect actual problems.

C. Use audit information as evidence in an investigation of a security incident or privacy complaint.

D. Use audit information to identify the effectiveness of the information technology systems and to document problems.
E. Separate duties between the persons who administer the access control function and those who administer the audit control function.

IV. Documentation, Protection, and Retention of Audit Information

A. Document all audit log reviews, findings, and results of associated actions retained on media separate and removable from primary application. Minnesota requires these to be kept for five years following client discharge or death. 
B. Audit logs are highly sensitive information and must be retained in a secure location, preferably on its own separate server with its own security access controls. 

1. Audit logs may only be destroyed in accordance with audit controls retention schedules. 

2. Minnesota requires retention of an audit log for five years following client discharge or death. 
3. HIPAA requires documentation of audit controls (not necessarily logs, but evidence of their review) for six years from the later of the date of its creation or when last in effect.
For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org

www.stratishealth.org
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LEADING CHANGE = CHANGING LIVES.
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