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Section 2.1 Utilize – Implement

Change Control
A formal change control process (also called configuration management) ensures that changes requested in applications and even hardware configurations, networks, and other information system components are addressed in a timely manner. Changes may result from the system build (2.1 System Build) or come about later during testing or much later after a period of utilization. 

Change control establishes a priority system that addresses the feasibility for making the change, whether the organization has the resources needed to make the change, and ensures that when changes are made all elements of the change are performed, including updating the data dictionary, retaining security measures, etc. Change control also ensures that applicable upgrades, patches, and other controls are implemented when they become available, permits rollback to a previous version of a system in the event a new version is found to be faulty, and ensures that system changes are reflected in current documentation to help mitigate the impact that a change in one application or system may have on how other applications or systems are able to operate and interact with one another.
Vendors will maintain a change control process for the versions of the software they create. If your organization has requested specific changes during system build or needs to make changes in the future (e.g., state requirements change for a specific data element or report, you decide to turn off an annoying reminder or alert), either you and/or the vendor should track these changes. In general, if you need to have the vendor make the changes you request, the vendor should maintain a detailed change control log—you should verify that this will happen. If you are able to make changes yourself, you should maintain a change control policy and log. Even if you use an application service provider (ASP) or Software as a Service (SaaS) form of health information technology (HIT) or electronic health record (EHR), keeping track that the vendor has performed the upgrades required and changes requested is a good idea. 
Instructions
1. Review the policy and procedure statements below and incorporate any modifications needed for your organization’s size and type.

2. Determine if you wish to acquire any automated change control software to manage change control.

3. Apply the policy and procedure consistently for all changes. Reviewing it periodically if the process is not working.
Policy

I. A formal change control process is used to eliminate and/or reduce disruptions and maintain acceptable levels of service for normal operations during the implementation of changes in information systems by monitoring and managing: 

· Frequency of changes

· Length of time required to implement changes

· Impact of changes on processes

· Changes resulting in problems

· Concurrent changes
II. A formal change control process contributes to the effective and efficient management of organizational resources, including providing:

· Central inventory of all information systems and their current upgrade status

· Central coordination and control of all change management functions

· Assurance that change controls meet vendor’s contractual obligations

· Testing and validation that security features and controls have not been altered or compromised as a result of a hardware or software change
III. A formal change control process provides a central source for all change data that will be used to measure and report on the effectiveness of the change management system by evaluating:

· Impact of business unit objectives

· Percent of successful changes

· Change window overruns

· Number of unrecorded changes and percentage that failed

· Number of required back-outs and percentage that failed

· Number of unplanned/unscheduled outages due to change
Procedure

I. 
Change management processes consist of seven major elements which begin with completion of a formal change request form (below) to schedule changes and end with actual change implementation and subsequent review and analysis:

· Change request 

· Technical and business assessment of change

· Management approval of change

· Documentation

· Testing 

· Implementation

· Reporting 
II. 
Change Requests 

· To ensure that adequate lead time is provided for change implementation, a change request must be made to the designated individual and must be made well in advance of the need for the change. See the Change Categorization and Required Lead Time Form below. Changes must be requested via the Information Systems Change Request Form.

· All change requests will be entered into the change management system.
· All change requests must be accompanied by a technical and business assessment for the change.
· A change window is a block of time set aside to perform hardware and software maintenance, upgrades, etc. To the extent possible, the change window should be employed for patches and minor changes.
· No changes may be communicated directly to the vendor. 
III.
Technical and Business Assessment of Change
· Technical assessment is the process of evaluating the technical risk, effect, and feasibility of implementing the change at the desired time. Often this is determined through meetings conducted with the key stakeholders. Low level changes may only require a brief discussion.

· Business assessment is the evaluation of a planned change for the amount of risk and impact the change will have on the organization’s community when implemented.
IV. Management Approval of Change

· Only changes requested on a formal change request form and fully documented with a technical and business assessment will be evaluated.

· Designated individuals will evaluate the change request and indicate approval of change as requested, require the change to be delayed, or disapprove the change.

V. Documentation

· All of the following changes will require not only management approval, but full documentation:

1.
New computers installed

2.
New applications installed

3.
Different configurations implemented

4.
Patches and updates installed

5.
New technologies integrated

6.
Updated policies, procedures, and standards

7.
New regulations and requirements

8.
Identified and implemented fixes for network or system problems

9.
Different network configuration

10.
New networking devices integrated into the network

· Documentation of changes will be retained for the life of the applicable hardware or software.

· Documentation of changes that are delayed or disapproved must also be retained for the life of the hardware or software. 
VI. Testing

· All changes must be tested in a test environment prior to moving them to the production environment. Monitoring of the change test is the process of tracking and documenting the final test of the change prior to actual change implementation and communicating the results of the test to all concerned parties.

· All changes must reflect the same or greater level of security enablement as the original system. Testing must include a test of the security features.
VII. Implementing

· All changes will be implemented with the same diligence as the original system.

· Changes must be monitored and tracked.
VIII. Reporting

· The duty to report the results of change implementation are equivalent to the duty to report new system implementation. 

· Evaluate the overall operations and achievements of both the change and the entire change management system. These achievements are determined through reports created from change records and statistics.

Change Categorization and Required Lead Time

Change categorization is the process of classifying a change according to its level of risk, impact, visibility, and recoverability. This is performed initially by the change requestor and reclassified if necessary, immediately following the technical and business assessments.

	Category
	Definition
	Nature of Change
	Lead Time

(days)
	Assessment Requirements
	Required Approval

	
	
	Risk
	Impact
	Visibility
	Recoverability
	
	
	

	1
	Major upgrade of critical software or hardware
	HH
	HH
	H
	Difficult or Impossible
	Min 21
	Full
	Admin

	2
	Important upgrades, new releases, network or operating system changes 
	H
	H
	H
	Involved
	Min 14
	Moderate
	IS and 
Admin

	3
	Report modification, new workstation, user definitions
	L
	M
	M
	Easy
	Min 7
	Expedited
	IS and
Admin

	E
	Emergency changes required to fix high impact problem
	HH
	HH
	H
	Variable
	ASAP
	Emergency
	Variable depending on scope


Information Systems Change Request
Requestor
Name: ________________________________________________Dept. ______________________

Location: ____________________ Work Ext.____________________ Date Submitted: __________
Type 

( System hardware, specify: __________________ ( Network hardware, specify: _____________
(
System/network software, specify platform: ___________________________________________

                        Specify application: ____________________________________________________

( Environmental, specify: ___________________________________________________________
( Procedural, specify: ______________________________________________________________
( Other, specify: __________________________________________________________________
Vendor Contact Information

Name: ________________________________________________Dept. ______________________

Company: ________________________________________________________________________
Telephone: ________________ Fax: ________________ Email: _____________________________
Change Category:  1  2  3  E     Verified:  1  2  3  E 

By date: ________________________
Business Assessment

Summarize any direct and indirect cost, and describe amount of risk and impact the change will have on the organization’s customer community when implemented. (Attach full description for category 1 or 2 changes.)
Technical Assessment 

Summarize nature of change. (Attach full description for category 1 or 2 changes.)
Approved
Name: ________________________________________________ Date: ______________________

	Status Log

	Date
	Status Code
	Description

	
	
	

	
	
	

	
	
	

	
	
	


Open Pending (OP), Reviewed (OR), Approved (OA), Scheduled (OS)

Successful: Change Installed on Time/on Budget (CI), Change Exceeded Time (CT), Change Exceeded Budget (CB)

Unsuccessful: Not Implemented (NI), Backed Out (BO), Unexpected Results (UR)

Rescheduled: Due to Data Center Operations (RO), By Requestor (RR), By Vendor (RV)
Rejected (R) or Withdrawn (W)
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For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org
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