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Section 2.1 Utilize – Implement

Policy and Procedure Checklist
During the course of implementing health information technology (HIT) and electronic health records (EHR), some of your existing policies and procedures likely will need review and modification. Also, new policies and procedures may need to be created. Use this checklist to evaluate which ones you may need to modify or add, as you implement various applications.
	Application
	Date Last Revised
	Modification Needed
	Date Revised

	Electronic Document Management System
	
	
	

	· Managing the hybrid record
	
	
	

	· Electronic signature authentication
	
	
	

	· Correcting electronic documents
	
	
	

	Assessments, Care Planning, Orders, Medication Administration, and Point-of-Care Documentation
	
	
	

	· Documentation required for overriding clinical decision support alerts and reminders
	
	
	

	· Managing changes in clinical decision support alerts and reminders
	
	
	

	· Keeping clinical decision support current
	
	
	

	· Correcting electronic documentation
	
	
	

	· Definitions of medication errors
	
	
	

	· Acceptable abbreviations for narrative documentation
	
	
	

	Electronic Health Record
	
	
	

	· Data quality
	
	
	

	· Documentation improvement
	
	
	

	· Definition of legal health record
	
	
	

	· Use and retention of metadata (managing e-Discovery)
	
	
	

	· Managing the data dictionary
	
	
	

	· Change control
	
	
	

	· EHR training compliance
	
	
	

	· Email in EHR
	
	
	

	· Patient-generated electronic documentation (e.g., authorizations, consents, self-administered health histories)
	
	
	

	· Managing patient access, including providing and electronic copy of information upon patient request
	
	
	

	· Managing amendments
	
	
	

	· Managing restrictions, including when patients have requested information not be sent to a payer when the patient has paid in full out of pocket
	
	
	

	· Accounting for disclosures, including those for treatment, payment, and health care operations through an EHR
	
	
	

	Security
	
	
	

	· Access authorization, establishment, modification, and termination
	
	
	

	· Unique user identification and authentication
	
	
	

	· Access and audit controls
	
	
	

	· Encryption of data transmission
	
	
	

	· Facility security controls 
	
	
	

	· Retention schedule
	
	
	

	· Destruction of paper documents
	
	
	

	· Media and device security and destruction
	
	
	

	· Equipment rotation/obsolescence
	
	
	

	· Contingency planning
	
	
	

	· Incident reporting and response
	
	
	

	· Sanction policy
	
	
	

	· Remote access/telecommuters
	
	
	

	· Data breach notification
	
	
	

	Ambulatory EHR
	
	
	

	· Interoperability with hospitals 
	
	
	

	· Use of the Continuity of Care Document (CCD)
	
	
	

	· E-visits
	
	
	

	Personal Health Record
	
	
	

	· Personal health record
	
	
	

	· Consent directives and consent management
	
	
	

	Health Information Exchange
	
	
	

	· Global person identification
	
	
	

	· Record location
	
	
	

	· Data sharing/participation agreement
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For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org
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