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Section 2.1 Utilize – Implement

Security Risk Analysis and 

HITECH Requirements
Use this tool to support your compliance with the HIPAA Security and Privacy Rules as they are enhanced by the Health Information Technology for Economic and Clinical Health (HITECH) Act relating to access controls and audit controls. The Security Rule, 45 CFR Part 164.312(a.), requires covered entities to “implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights as specified in 164.308(a)(4).” Four implementation specifications are found in 45 CFR Part 164.312(a)(2):

· (i) Unique user identification – required
· (ii) Emergency access procedure – required
· (iii) Automatic logoff – addressable
· (iv) Encryption and decryption – addressable

The Privacy Rule (at 45 CFR Part 164.514(d)(2)(i)) complements the Security Rule’s Access Control standard. The Privacy Rule minimum necessary use standard requires providers to “identify those persons or classes of persons, as appropriate, in its workforce who need access to protected health information to carry out their duties; and for each such person or class of persons, the category or categories of protected health information to which access is needed and any conditions appropriate to such access.” Minimum necessary does not apply when a treatment relationship exists, but is subject to verification of the identity and authority of any one attempting to access electronic personal health information (ePHI).

In addition, the Security Rule’s Audit Controls (at 45 CFR Part 164.312(b.)) require covered entities to “implement hardware, software, and or procedural mechanisms that record and examine activity in information systems that contain or use electronic protected health information.”  Such audit controls will become important when the HITECH Act requirements associated with accounting for disclosures through an EHR become effective (regulations for which have not yet been promulgated, and the earliest this requirement will be effective is January 1, 2011).
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The illustration to the right describes the relationship between the minimum necessary use standard in the Privacy Rule and the access control and audit control standards in the Security Rule. Also, the illustration highlights the importance of the emergency access procedure standard in the Security Rule, which is often referred to in the security industry and in vendor products as break-the-glass (BTG) capability. If an individual clinician does not have an established treatment relationship with the patient, but needs access in an emergency, the clinician can invoke the break-the-glass capability as quickly as a fire alarm can be pulled. A special audit trail is generated when the capability is used. 
Access Controls for Members of the Workforce

Instructions for Use
1. Use the Access Control List for implementing access controls for members of the workforce. A number of examples are provided in italics. Remove these and substitute organizational requirements prior to use.

2. Ensure that Human Resources and Medical Staff Office have on file authorization forms signed by designated members of management for each member of the workforce. Ensure that access controls are turned off immediately after terminations. 
Access Control List
	Role
	Department
	Applications
	Screens/

Data Elements/

Other Conditions
	Role Privileges*
	Context Privileges

	
	
	
	
	R
	W
	P
	S
	BTG
	T
	A
	D
	Location/

Time

	Chaplain
	Pastoral Care
	Directory
	-
Patient name

-
Room-bed

-
Religion
	X
	
	
	
	
	
	
	
	Chaplain office/any time

	Clerk - billing
	Patient Accounting
	Billing system
	-
Demographics

-
Insurance 

-
Charges

-
Dx/Proc Codes
	X
	X
	X
	
	
	
	
	
	Patient Accounting Department/ day shift

	Clerk - coding
	Medical Records
	Encoder
	-
Entire medical records as assigned

-
Dx/Proc Codes
	X
	X
	
	
	
	
	
	
	HIM

Department/
day shift

	Clerk - filing
	Medical Records
	Patient access
	· Demographics
	X
	
	
	
	
	
	
	
	File area/ clocked shift

	Clerk - health unit 
	Nursing
	Patient care
	-
Demographics for patients on unit

-
Orders for patients on unit
	X
	X
	
	
	
	
	
	
	-Units as assigned/ clocked shift



	Dietician
	Nutrition Services
	Patient care


	-
Orders for nutrition 

-
Health history for patients with nutrition orders
	X
	X
	
	
	
	
	
	
	-Nutrition Services

-Units as assigned/

clocked shift

	Primary care physician
	Medical Staff
	CPOE
	-
Physician dashboard

-
CPOE System for patients admitted by this physician
	X
	X
	
	
	X
	X
	
	
	-Nursing Unit, physician lounge, remote via portal/any time

	Volunteer


	Volunteer Services
	Patient access
	· Demographics
	X
	
	
	
	
	
	
	
	Volunteer Services Department/ day shift

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	* Read/view (R), Write and correct (W), Print (P), Sign (S), Break-the-glass (BTG), Transmit (T), System administration (A), Delete (D)


Access Controls for Workstations/Applications

Use this table to document set times for automatic log off. Examples are provided in italics.
	Workstation Serial Number
	Location
	Control
	Rationale

	########1
	Reception Area
	Auto log off – 10 min.
	Public area

	########2
	Exam Room #1
	User log off on exit
	Protect PHI integrity 

	########3
	Nursing Unit Station #2
	User log off on exit
	Protect PHI integrity 

	
	
	
	

	
	
	
	


Access Controls for Encrypting Data at Rest
Use this table to describe where you believe data at rest—data not being accessed at that current moment—should be encrypted. Requirements under HITECH for data breach notification encourage adoption of encryption to secure protected health information. Each organization should assess the potential risk for a break of data and determine when encryption is applicable. 
	Application/Device Accessing or Holding Data
	Purpose
	Originated by/Sent to
	Encryption

	Patient accounting (P/A) system/Internal server
	Charge capture and claims processing
	Hospital/internal
	No

	Backup tape of P/A system
	Provide PHI availability
	Hospital/ABC Company via express mail
	No

	Billing
	Clearinghouse processing and submission to payer(s)
	Hospital/Clearinghouse via dedicated T1 line
	No



	Smart phone (personally owned by provider A)
	Appointment calendar
	Office/Provider A
	No (names and dates only)

	PDA with WiFi (personally owned by provider B)
	Transmit orders to hospital
	Provider B anywhere/ Hospital via virtual private network (VPN) portal
	No (no data retained on device; VPN uses Transport Layer Security*

	CD of quality measure reporting
	Compile report of quality measures by provider
	QI Nurse C who works at home part time
	Yes

	
	
	
	


*
Transport Layer Security (TLS) provides an encrypted “envelope” for secure exchange of information across the Internet. 
Audit Control Procedures

Instructions for Use
Use the procedure below to document and evaluate your audit controls. In light of new e-discovery rules (2.2 Data Dictionary and e-Discovery), assure that your audit trails are not only turned on but evaluated according to a standard procedure the organization sets for itself.

I.    Configuration of Audit Controls
A. Implement systems that randomly review audit logs to determine potential breaches of confidentiality and workforce member accountability.

B.   Base the configuration of actions and events to be audited and logged on a security risk analysis. 

1. The following are general items and actions to be logged and audited:

a. System-level events

(1) Monitor system performance

(2) Log-on attempts (successful and unsuccessful)

(3) Log-on ID

(4) Date and time of each log-on attempt

(5) Lockouts of users and terminals

(6) Use of administration utilities

(7) Devices used

(8) Functions performed

(9) Requests to alter configuration files

b. Application-level events

(1) Error messages

(2) Files opened and closed

(3) Modification of files

(4) Security violations within an application
c. User-level events

(1) Identification and authentication attempts

(2) Files, services, and resources used

(3) Commands initiated

(4) Capture security violations



2. 
Special items and actions, such as emergency access and multiple role user access, may be added to regular reviews.

II. 
Review of Audit Information

A. Review audit logs:

1. On a periodic schedule to be identified through a risk analysis for each system, application, and user, as applicable. 

a. Random reviews should be sufficient to include all users and applications on a periodic basis.

b. Heightened reviews should be conducted for system programmers, use of sensitive utilities, access to system software files, operator activities, and selected system elements at critical control points, such as servers and firewalls.

2. On a random basis for specific types of audits based on a risk analysis. These may include review of access to records of VIPs, members of the workforce, and others to be specified.

3. On request when a manager is concerned about a potential security violation or issue associated with accountability.
B. Implement one or all of the following tools to assist in evaluating audit logs:

1. 
Audit reduction tools, which discard mundane task information and record system performance, security, and user functionality information.

2. 
Variance detection tools that monitor computer and resource usage trends and detect variations.

3. 
Attack signature detection tools to parse audit trails in search for certain patterns.

4. 
Query tools to run reports of selected information based on userID, workstation ID, application name, date and time, and other specified parameters.

III. Utilizing Audit Information
A. Notify all members of the workforce that auditing is performed through a warning banner placed on the workstation prior to log-on. 
B. Use audit information to identify potential problems. Because audit trails can only identify potential problems, with many false positives, audit trails may trigger heightened auditing in order to detect actual problems.
C. Use audit information as evidence in an investigation of a security incident or privacy complaint.
D. Use audit information to identify the effectiveness of the information technology systems and document problems.
E. Separate duties between the persons who administer the access control function and those who administer the audit control function.
IV. Documentation, Protection, and Retention of Audit Information

A. Document all audit log reviews, findings, and results of associated actions retained on media separate and removable for six years from their creation or longer if required by state statutes.
B. Audit trails are highly sensitive information and must be retained in a secure location, preferably on their own separate server with its own security access controls. 

1. Audit logs may only be destroyed in accordance with audit controls retention schedules. 

2. State statute of limitations and other requirements dictate the retention of audit logs. At a minimum, these should be retained for the period of time determined necessary to establish patterns and to support any incident investigation or review of violations (e.g., 90 days for application audit trails and longer for critical system audit trails, such as firewall trails).
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For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org
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