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Section 1.1 Adopt - Assess

Contingency Plan Assessment
Use this contingency plan assessment to identify and document all existing back up, emergency mode operations (also called business continuity plan), and disaster recovery plans (collectively referred to as contingency plans) in existence, and to plan for enhancements as more mission critical, clinical information systems are adopted and paper-based systems are no longer used. 

Instructions for Use
1. Whoever is responsible for contingency planning should complete this form, in conjunction with the HIT steering committee. The HIT steering committee needs to be involved in establishing the criticality of IT resources, data, and applications. Many nursing homes utilize companies that specialize in emergency mode operations/disaster recovery planning to develop, test, and maintain such plans for the physical facility. These should be enhanced with back up and business continuity/disaster recovery plans for disruption to information systems (IS). IS contingency plans should be reviewed and approved by management and the board of directors as applicable. Business continuity plans for IS often call for reverting to paper and manual processes, and in some cases, moving operations to an alternative site. Disaster recovery refers to the ability to recover data after a disaster or other interruption of service. Training and periodic drills on use of such plans should be performed at least as frequently as emergency mode operations/disaster recovery plans for the facility.
2. Complete each of the sections of this tool in sequence, reflecting current state. The completion of each tool section impacts changes planned for subsequent contingencies. Also refer to Space Planning (2.1) for data center and other space and physical facility security considerations.

3. As your data criticality changes with EHR and other HIT, evaluate enhanced needs. For example, if you currently backup once a day and have an employee take the backup to the bank’s safe deposit vault, once you move to point of care documentation, computerized provider order entry, and electronic medication administration record, you will need fully redundant servers and network capability when running system at full capacity and simultaneous back up. These are additional costs often not realized when planning such applications, so be sure these requirements are brought forward during total cost of ownership and return on investment (1.1) planning.
Criticality Analysis

Use the following definitions to describe Criticality Level:

· For IT Resources:

· Remote and fully redundant (with automatic failover and sustainable power)

· Local and fully redundant (with automatic failover and sustainable power)

· Redundant (without automatic failover)

· Back up only (with specified lag time during which data may be lost)

· For Applications:

· Mission critical (impact patient)

· Critical (impact productivity)
· Important (manual workarounds suffice)

· Deferrable (minimal impact)

· For Data:

· Private/Sensitive (disclosure adversely impacts patient)

· Confidential (wrongful disclosure has potential for harm to individual or organization)

· Proprietary (disclosure of business/practice secrets may result in loss of competitive advantage)
· Public (no harm through disclosure)

	Current State
	Description


	Criticality Level
	Planned State

Criticality Level
	Planned Remediation

	IT Resources  
	
	
	
	

	Production server(s)
	
	
	
	

	Test server(s)
	
	
	
	

	Back up server(s)
	
	
	
	

	Exchange server(s)
	
	
	
	

	
	
	
	
	

	Input devices
	
	
	
	

	Printers
	
	
	
	

	Scanners
	
	
	
	

	
	
	
	
	

	Telecommunications devices 
	
	
	
	

	Telecommunications media
	
	
	
	

	Internet service provider
	
	
	
	

	
	
	
	
	

	Power
	
	
	
	

	HVAC
	
	
	
	

	Fire prevention & suppression
	
	
	
	

	
	
	
	
	

	Applications (2.1 HIT Technical Security Controls Analysis) (e.g., LIS, CPOE, EMAR, smart infusion pumps, payroll system)
	
	
	
	

	
	
	
	
	

	Data (e.g., resident protected health information, facility budget, administrator salary, facility mortality rate)
	
	
	
	

	
	
	
	
	


Data Backup Plan

Record the following information, as applicable, for data, application software, operating systems, and hardware (use additional rows as needed):

· Frequency may be continual, on schedule (specify schedule), or periodic

· Method may be full, incremental, or partial/differential (other terms may apply, such as “image” for a server)

· Media are the devices on which the backups are stored and may include a storage area network, network attached storage, RAID, external disk drive, internal disk drive, other

· File Naming refers to the versioning process to ensure effective and efficient retrieval

· Media Rotation refers to the process used to reuse media, if applicable

· Location refers to where the backups are stored (both temporarily and permanently)

· Transport refers to how the backups get moved to their permanent storage location (including e.g., electronic transmission, bonded courier company, staff member private automobile)

· SLA is presence of a service level agreement if backup is performed and/or transported and stored by a third party

· Recovery refers to the method by which the asset would be restored/replaced

· Testing refers to whether there is a routine or ad hoc testing schedule. Organizations may wish to record the last date tested and results

	
	Frequency
	Method
	Media
	File Naming
	Media Rotation
	Location
	Transport
	SLA
	Recovery
	Testing 

	Data
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	Application Software
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	Operating Systems
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	Hardware
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


Emergency Mode Operation and Disaster Recovery Plan

The following is an outline of the contents of an emergency mode operation/disaster recovery plan. Use this to check the documentation and processes that exist in your organization and identify those that are missing.
	Plan Components
	Description
	Present?

	Introduction
	· Purpose

· Applicability

· Scope/Assumptions

· Development

· Maintenance

· Testing

· Record of Changes

· References/Requirements
	

	Organization
	· Steering Committee

· Management Team

· Support Teams
	

	Operations
	· IT Resources Description and Architecture

· Application Description and Architecture

· Data Description and Architecture
	

	Notification and Activation
	· Damage Assessment

· Response

· Deployment of Teams

· Notification to Alternative Site

· Procurement of Resources

· Dissemination of Public Information
	

	Recovery Operations
	· Recovery Procedures

· Emergency Phase 

· Backup Phase 

· Recovery Phase
	

	Return to Normal Operations
	· Concurrent Processing
· Plan Deactivation
	

	Appendices
	· Personnel Contact List

· Vendor Contract List

· Notification List

· Equipment and Specifications

· Service Level Agreements or Memoranda of Understanding

· Information Technology Standard Operating Procedures

· Criticality Analysis 

· Related Plans

· Related Contingency Plans for Patient Care

· Emergency Management Plan

· Occupant Evaluation Plan

· Continuity of Operations Plan
	


For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org

www.stratishealth.org
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This toolkit was funded by Aging Services of Minnesota and its subsidiary, Alliance Purchasing for use by nursing homes in Minnesota. Produced by Stratis Health.
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LEADING CHANGE = CHANGING LIVES.
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