
[image: image2.jpg]ﬂ Aging Services
v of Minnesota

StratisHealt}

LEADING CHANGE = CHANGING LIVES.



Section 3.2 Exchange - Interoperate

HIE Data Stewardship
This tool provides information on the principles of data stewardship and fair health information practices that are being adopted by the U.S. Department of Health and Human Services Office of the National Coordinator for Health Information Technology. See Nationwide Privacy and Security Framework for Electronic Exchange of Individually Identifiable Health Information.
Instructions for Use
1. Review the concepts described for data stewardship, background on fair health information practices, and the Nationwide Privacy and Security Framework.
2. Use the tips included as you advance your facility’s use of health information technology (HIT), and as you consider the potential for participating in an HIE organization.
Data Stewardship Defined

Data stewardship is an important concept when considering how an organization should manage its data assets. 
· “Stewardship,” as defined in the Random House Webster’s College Dictionary, refers to the responsibility for taking care of something one does not own. For example, a bank is a steward of the funds that an individual deposits in the bank. 
· “Data stewardship,” as defined in “The Case for Data Stewardship” (William Laurent, DM Review, February 2005), is the management of an organization’s data assets. This is especially important when the data is owned by two parties. Data ownership is a particularly sensitive issue in health care because there is no federal law establishing precise ownership rights or responsibilities. Adele Waller, in “Legal Aspects of Computer-based Patient Records and Record Systems,” Institute of Medicine, 1991, describes the fact that most law concerning ownership of medical records is found in state licensure regulations and in case law. With respect to the admissibility of medical records as evidence in a court of law, medical records compiled about patients and their treatment are generally believed to form the business records for the treating organization. As such, they are subject to the Federal Rules of Evidence. Waller further notes, however, it is generally accepted that patients have a qualified property interest in the information contained in the record—that is, they have the right to authorize disclosure of the information. HIPAA confirms and extends these rights (giving individuals rights to a notice of privacy practices) to request restrictions on use and disclosure of protected health information, to access their own protected health information, to request amendment to their information, and to obtain an accounting of disclosures.

· “Health data stewardship” has become increasingly important—not only to ensure privacy protection, but also to ensure that the data used to make decisions are sound and to ensure that any data used are properly maintained and retained. The Sarbanes-Oxley Act and the debacles of several publicly-traded companies raised the Nation’s consciousness about how data are handled. Within health care, the importance of health data stewardship has arisen also because of concerns about handling data—especially in light of the fact that automated collection and enhanced data mining tools potentially make electronic health data more vulnerable to risk—again, not only in terms of privacy protections, which are of utmost importance, but also in the quality of data with which health-related business and clinical decisions are increasingly being made. Safran, et al, in “Toward a National Framework for the Secondary Use of Health Data,” Journal of the American Medical Informatics Association, February 2007, describes the fact that health data stewardship “encompasses the responsibilities and accountabilities associated with managing, collecting, viewing, storing, sharing, disclosing, or otherwise making use of personal health information.”

Fair Information Practices (FIPs)
In 1973, a task force was formed at the U.S. Department of Health Education and Welfare (HEW), now Health and Human Services (HHS), to look at the impact of computerization on medical records privacy. The members wanted to develop policies that would allow the benefits of computerization to go forward, but at the same time provide safeguards for personal privacy. The task force developed a Code of Fair Information Practices (FIPs), consisting of five clauses: openness, disclosure, secondary use, correction, and security. In contrast to other industrialized countries throughout the world that have subsequently adopted these or similarly stated principles, the U.S. has not codified the Fair Information Practices into an omnibus privacy law at the federal level. Instead, they have formed the basis of many individual laws in the U.S., at both the federal and state levels. Examples are the Fair Credit Reporting Act, the Right to Financial Privacy Act, the Electronic Communications Privacy Act, and the Video Privacy Protection Act. The U.S. did pass the Privacy Act of 1974, but this statute only protects personal information held by federal government agencies. Nearly half the states have similar privacy acts concerning state government agencies' handling of personal information. 

The value of Fair Information Practices is not only in providing a framework for privacy laws, as described above. They also form the foundation of an individual organization's privacy policy, whether a private, public, or not profit organization. As such, the HHS Office of the National Coordinator for Health Information Technology (ONC) issued the Nationwide Privacy and Security Framework for Electronic Exchange of Individually Identifiable Health Information on December 15, 2008. Go to http://www.dhhs.gov/healthit/privacy/framework.html to read the entire document. While directed at HIE, the principles are believed to set a higher standard than any legal requirements today. The principles embodied in this Framework are those that make sense for any organization adopting enhanced HIT and include:
· Individual access

· Correction

· Openness and transparency

· Individual choice

· Collection, use, and disclosure limitation

· Data quality and integrity

· Safeguards

· Accountability

Application of Data Stewardship and FIPs to HIE Organizations
As your nursing home approaches any use of HIT, the principles espoused in data stewardship and FIPs should provide guidance for not only protected health information (PHI) as described under HIPAA and in your role as a covered entity, but for all personal health information, or individually identifiable health information (IIHI). 
As you approach participation in a HIE organization, look for compliance with HIPAA, good data stewardship, and a culture that embraces FIPs. Recognize that although many participants in a HIE organization are likely to be HIPAA covered entities (including health plans, health care clearinghouses, and covered providers), many others may not be. These may include providers who do not file electronic claims with Medicare, employers, consumers, and vendors— including the HIE service provider and commercial PHR vendors. These businesses are one step removed from responsibility for complying with HIPAA. Although many of them are likely to go well-beyond the letter of law to garner trust, there is always the risk and management challenge that some of them may not. 

A number of legal agreements that may be used to support exchange of data within an HIE. Look for these documents as you engage with an HIE organization:

· The business associate contract is the basic HIPAA agreement for covered entities to use when engaging other parties to perform work for them. This is the fundamental contract  the HIE organization should have with its members that  are HIPAA covered entities.

· The data use agreement is another HIPAA requirement when a limited data set is exchanged with another party for research, public health, or health care operations. The limited data set is individually identifiable health information from which most, but not all, HIPAA-specified identifiers have been removed. Although most HIE organizations will want to exchange PHI, at least with the HIPAA covered entities, there may be other uses that can be made of a limited data set that would benefit the HIE organization, potentially as a source of revenue.

· The data sharing agreement is not described by HIPAA, but is being used by parties in an HIE organization who will share data. The agreement usually indicates the criteria for data access, whether or not there are any conditions for certain types of use, specific (privacy, security, and other technical) standards with which the data sharing must conform, and whether the data may be de-identified. This is particularly important because when PHI is de-identified, it is no longer protected under HIPAA. Although there are many covered entities that find it distasteful for organizations with whom they have entrusted their PHI to de-identify and sell such information, this may be an important source of revenue for an HIE organization to further its cause of exchange of important information in support of health care services.
· The participation agreement is another agreement unique to HIE organizations that specifies the terms of the relationship between parties in an HIE and the roles, rights, and responsibilities of each party to the HIE. Signing this agreement usually means that each participant will adhere to the policies and procedures of the HIE.
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