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Section 2.2 Utilize – Effective Use

HIT Upgrades
This tool describes the importance of managing health information technology (HIT) upgrades and enhancements.
Software Upgrades Versus Patches and Updates
Electronic health record (EHR) vendors routinely supply patches, updates, and upgrades. These vary in their significance, with a patch being a minor change, update usually being a desired functionality to the existing application, and an upgrade being almost like an entirely new EHR. Some organizations have historically shied away from accepting vendor upgrades, and in some cases even updates or patches because implementing them was often disruptive. In an EHR, accepting these changes as they come is almost essential. Not doing so can easily put your organization at risk for not having the latest knowledge database information, clinical decision support essential to patient safety, functionality to support new incentives, etc. Not accepting a change can also put your organization at risk for increased costs in the future—an essential upgrade may not be feasible without all previous upgrades having been installed. As a result, the vendor may charge you for making those changes first, even though the vendor does not charge for the current upgrade. Your organization needs to evaluate the frequency of such changes and work with the vendor to gain support for a smooth transition.

Upgrade Management

Whenever you accept an upgrade, you need to make sure that either the vendor performs the upgrade or your staff members are thoroughly trained to implement it. Upgrades should be installed into a test environment and fully tested prior to deployment throughout the organization. The test should check not only that the system works, but that any interfaces have also been upgraded as required and that all new workflows and processes that may result from new functionality are planned for. Pull out your old test scenarios or use cases and workflow and process maps to use in evaluating the upgrades, understanding the changes, determining how information will now flow, and then using them to update your training materials, policies, and procedures. Review your change control records to ensure that past changes are brought forward into upgrades (2.1 Change Control and 2.2 Optimization Strategies for CDS).
Once an upgrade is stabilized in your test environment, train all staff on how to use it. Most upgrades are of such magnitude that at least some retraining is necessary for everyone. Once everyone is trained, plan a go live similar to what you did for your primary implementation. Remind everyone what the changes are. Use a poster with notes to clarify how things will look and what workflows are different. No one likes surprises—if all of a sudden something appears different than what users are accustomed to, you will be inundated with helpdesk calls, complaints, and frustration. Although the impact from an update is not nearly as great as from an upgrade, monitor these as well to see if any minor functionality, screen layout, or other features have been changed that may appear differently to users. Be sure to communicate these to all users. Also ensure that your helpdesk or other support service is alerted that such a change has been made and to expect calls.
Hardware Upgrades

Software upgrades can also involve hardware, or you may decide to change or upgrade your hardware for other reasons. 

Software upgrades may entail enhancing or adding servers and expanding or upgrading your network. After you have used your EHR system for some time, you may need to add data storage capacity or even a storage area network. You may slowly be receiving more picture archiving and communication system (PACS) images and suddenly realize you need both server and network upgrades. Some organizations decide to postpone getting a wireless network until some time after the EHR implementation, although most clinics choose to go wired because wireless can be too slow with the number of users required. In other cases, organizations have decided they do not care as much for tablets or even the wireless they acquired to begin with and choose to buy desktops. 

As you begin to add enhancements and new applications to your EHR system, you also will find new and other hardware may be needed. For instance, if you decide to adopt telehealth, either as a supplier or receiver, it will require network enhancements, audio-visual equipment, and potentially even furnishing or physical plant changes (e.g., a blackened window or an enlarged room). Other external factors may also come into play. For instance, if the Drug Enforcement Administration (DEA) finalizes its regulation on allowing use of e-prescribing for controlled substances, physical access tokens will likely be required. The HITECH Act of 2009 will essentially require that any personal information transported via a computer disk, tape, flash drive, or other medium be encrypted.

As more health plans and especially the Centers for Medicare & Medicaid (CMS) are promoting incentives, some organizations are looking to ensure they are getting the right amount of incentive, which may entail buying a clinical data warehouse. While the EHR uses a relational database that is optimized to process transactions (e.g., enter patient name, post lab results, complete a template, write prescription), a data warehouse is a special type of relational database that is optimized for analytical processing. Various statistical analysis and data mining tools are used, and staff is trained in their use. Analysis of your data for a variety of reasons, including validation of incentive amounts, could also be a function of a health information exchange (HIE) organization in which you participate.

Plan for some equipment obsolescence. Newer hardware is always being developed to be faster and more reliable. You may find that you have slowly been replacing out-of-date hardware or hardware that is disabled and decide at a certain point to replace all of the remaining devices for consistency and ease of maintenance. A software upgrade could also make equipment obsolete.
Enhancements and New Applications

At some point, you will want to consider making enhancements and/or adding new applications to your EHR system. These may arise by new activities in your organization, new opportunities to participate in HIE, or new regulations; or simply because you are ready to add the next module to enhance your use of the EHR. An enhancement is generally considered new functionality, beyond an upgrade, that is offered by your vendor and integrated with your EHR. A new application generally refers to a completely separate set of functionality, whether or not offered by your EHR vendor.

Additional Modules

Many enhancements are additional modules that are offered by your vendor as part of a suite of products. For instance, when you implemented your EHR you may have decided to retain and interface to your existing financial system and system for demographics. After some time, and especially as upgrades are made to your EHR, you may decide that getting the practice management system (PMS) component from the EHR vendor is appropriate. 

Some organizations may have chosen an EHR that did not have e-prescribing functionality integrated within it, or may have opted not to get an e-prescribing module at the time. Now with incentives for use of e-prescribing for Medicare Part D patients that started in 2009 and differential payments (penalties) for not using e-prescribing beginning in 2012, you may decide you want to add the e-prescribing module or get a standalone e-prescribing system if your EHR vendor still does not support e-prescribing. 

Patient Access

Providing patient access to clinical data through a portal or via a personal health record (PHR) system may be something your organization decides to do, and appears to be something the federal government is interested in incentivizing. Some organizations recognized the value of such a component early in their EHR adoption—to empower patients and to reduce the data entry burden for their providers; while others may have opted to wait, or it was not offered at the time the EHR was acquired. Consider a migration path, where you decide to start by offering the ability for patients to make appointment requests and have access to clinical and patient education information. Then, with appropriate security controls, you provide a patient-friendly summary or direct access to some or all of their data, such as access to lab results, medication history, etc. This is being cited as a key ingredient for earning federal stimulus incentive money. You may find it useful for patients to make their appointments themselves online, especially if you have upgraded your practice management system. You may want to conduct e-visits, and you may even want some of your patients posting some of their own information to your EHR, such as a self-administered medical history or results of monitoring devices that can be connected easily via telephone or secure portal. Others providers simply decide to sponsor a commercial PHR system that their patients may opt to use, or not use, on their own.

Just as you spent significant time customizing the workflow and data presentation templates for your clinicians, you should consider how patients will approach the access and use of their personal health record. For instance, many families of the elderly or chronically ill children value a PHR where they can track appointments (including those outside of your organization), update information on intolerances from medications, direct lab results from various providers to be posted, or learn about clinical trials. Many patients are also interested in maintaining a medical history about themselves. Without the structure that a PHR system affords, such information coming into your organization in paper or on an electronic spreadsheet can be daunting. Consider an automated self-history tool patients can use from home, or a kiosk in your waiting room where their use of the computer could be aided by redeployed file clerks. You will certainly want to evaluate the timing and flow of information about lab and other diagnostic study results, being sensitive to both the need for patients to know the results and to be sensitive to their needs for explanation, in addition to adhering to requirements of the Clinical Laboratory Improvements Act (CLIA) that requires ordering providers to receive lab results prior to other dissemination.

Although privacy and security concerns are associated with providing remote access to information, to anyone including providers and patients, many EHR vendors offering a PHR module or PHR vendors themselves are offering heightened security controls. Many of them have expanded consent requirements where patients can provide consent directives to who may have access to their PHR. The body of literature is growing concerning uses and protections for PHRs. 

Exchanging Data with Other Physician Practices and Providers

The health care industry is moving toward a process by which health information can easily be exchanged electronically among providers. Several major barriers must be overcome to achieving this exchange. Understanding these barriers can help you prepare for inclusion in a HIE organization or suggesting that one be formed in your community.

One barrier to seamless health information exchange is the lack of clinical data element standards and the requirement to use a standard vocabulary. The continuity of care record (CCR) standard from ASTM International and its transport mechanism the clinical document architecture (CDA) from Health Level Seven (HL7), which combine to form the continuity of care document (CDA), are important elements in promotion of standard content and interoperability, but do not constitute an entire EHR.

Another major barrier is that the US does not have a standard patient identifier. Although many believe that having a unique and universal patient identifier would solve problems of misidentification, identity theft, and other privacy concerns, not everyone agrees. The result can be significant work to ensure positive identification for data shared within an HIE.

Yet another issue in exchanging data is interoperability. At a basic level, interoperability means the ability for two different systems to exchange data. Even this level of interoperability is a long way in coming. Despite that most EHR vendors comply with HL7 standard protocols to the extent that interfaces can be written to enable exchange of a limited amount of data, many options are possible within the protocols that still can make any two HL7 compliant systems difficult to write interfaces for. Interfaces are never ideal. Many do not consider an interfaced set of systems interoperable; most providers are looking for much more compatibility. HL7 has a new version of its protocol (Version 3) for use in a Web-based environment that would be much more interoperable because optionality is essentially not a factor, but due to the many legacy systems that are not compatible with Web services architecture, most US vendors have not adopted the HL7 Version 3 protocol. Adding an EHR that is HL7 Version 3 compliant into a mix of an older PMS, lab, or other systems will not work because HL7 Version 3 is not backward compatible with the currently used HL7 versions (Versions 2.x). Funding under the American Recovery and Reinvestment/HITECH Act of 2009 is expected to help address these issues, but no promises are being made.
Additional Applications

In addition to enhancements, you might consider new applications as well. Many organizations that have a laboratory information system (LIS) find it almost essential to upgrade it or, even more commonly, replace it. Older LIS have often not been HL7 compliant at all, hence not able to be interfaced to an EHR. At a minimum, any new LIS you acquire should be HL7 compliant. Many of the features and functions of new LIS are attractive to new EHR users. Depending on your specialty and size of organization, other applications you may consider acquiring include a radiology information system (RIS), PACS, systems to support physical and other forms of therapy, etc. If your organization is a federally qualified health center or community health center, you may be considering a dental information system or a behavioral health information system. Some multi-specialty practices may be tempted to consider adopting an EHR specific to certain specialties (e.g., cardiology, occupational medicine, obstetrics). While LIS, RIS, PACS, and even dental and behavioral health products likely need to be acquired as separate systems, great caution should be applied in considering specialty-based EHR systems. A significant benefit to an EHR is the ability to communicate across the continuum of care. This will not be feasible with multiple different specialty systems. In addition, the overhead to maintain multiple different systems is enormous, even for a very large practice. It is essential that specialists participate in the selection process to ensure that the EHR acquired is broad enough in scope to accommodate their needs. If elements are missing for certain specialties, work with the vendor to ensure they are at least provided in subsequent upgrades.
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For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org

www.stratishealth.org[image: image4.jpg]StratisHe@










PAGE  
 Section 2.2 Utilize – Effective Use – HIT Upgrades - 1

