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Optimization Strategies for Clinical Decision Support (CDS)
Clinical decision support (CDS) is a hallmark of the enhanced utility provided by electronic health record (EHR) systems. When thought of as only alerts and reminders, clinicians often consider it an annoyance. Evaluate the CDS embedded in the EHR and determine if and how it can be set to the desired level of sensitivity.

This tool describes the types of CDS and the levels of CDS complexity available in EHRs. It also stresses the importance of applying proper change control techniques to determine when it is appropriate to make changes and to track the changes made over time.

Types of Clinical Decision Support
In general, EHRs have two main types of CDS with respect to how the support displays to the user and whether a response is required. The nature of response and associated documentation are important considerations.
Active CDS includes features that require a response by the user, such as alerts, reminders, required fields and templates, and pager messages. The greater the integration of information from multiple sources within the active CDS, the more the intrusiveness is tolerable, as it is better focused on specific patient care needs. The most active CDS requires action either to complete or override the request. If a required field will not permit the user to close the document without action, clinicians often consider it a great annoyance because of the many times they get interrupted. A required field could be turned into a less active request, becoming an unobtrusive reminder that merely displays on a dashboard or is highlighted in color.
Passive CDS includes features that do not require a response, such as patient data readily available, and access to knowledge sources, context-sensitive documentation guidance in the form of templates, infobuttons which are context-specific links to topic-specific resources, and hypertext links. The most passive CDS requires no action. For example, an infobutton may appear during data entry the first time a new drug on the market or class of drugs is selected by a user. The icon that appears can be clicked to acquire additional information, but it does not requite action. 

A number of gradations of activity or passivity are possible. Most users are happy with a template that provides context-sensitive guidance for data entry. The template must have flexibility in data entry requirements, provide for both structured data entry and narrative data entry (in the form of typing, dictation, or speech recognition), permit multiple problems to be addressed simultaneously, and be consistent with the clinical requirements of the practice. Two levels of CDS guidance are generally available:

· Evidence-based CDS is based on actual evidence- or research-based best-practice data. For templates, the evidence is used to identify the appropriate data to be collected, and often includes prompts or reminders to perform certain procedures or suggestions to provide certain treatment regimens. When associated with alerts, if/then algorithms (rules) are based upon and often referenced to a library of medical information (knowledge database). Drug knowledge databases are commonly used in e-prescribing alerts. Some providers consider evidence-based guidance too rigid and others describe it as being non-intuitive. Newer evidence-based guidance often encourages shared decision-making with patients, which some clinicians are not comfortable with. The primary purpose of evidence-based guidance is to ensure that clinical practice is up-to-date and patient-focused.
· Normative-based CDS is generally incorporated into an EHR in the absence of accepted best-practice data. In this case, employ a panel of experts to establish the guidance. A step beyond experts would be to use expert systems (i.e., special statistical processes) to stratify actual results and make clinical inferences that can be useful in guidance for subsequent cases. Most EHRs use a mix of evidence-based and normative-based CDS, but rarely incorporate the expert system technology to improve upon normative-based guidance or to contribute to evidence-based guidance.
Categorizing CDS by describing the functions that EHRs perform, beyond mere documentation, stresses the importance of using the EHR at the point of care, optimizing the potential benefits. Many clinicians make global statements suggesting they don’t like CDS because it is annoying, without recognizing the many forms of CDS that are very helpful and do not create an annoyance.
Levels of CDS Sophistication
	Data Display
	Data Retrieval
	Workflow
	Data Entry
	Decision Making

	· Data always available

· Flow sheets (e.g., problem list, medication list)

-
Maintain longitudinally
- 
Across continuum

· Dynamic displays
· Flow sheet/graphic/ table/narrative— helps review data
· Clinical imaging integration
· Search tools
· Query support

· Summaries/abstracts

-
Quickens access, supports continuity of care
	· Single sign on (for multiple applications)

-
Overcomes interface vs. integration (through one system or repository) issues

· Ease of navigation aids adoption

· Density of screen

-
“Flip-ability”

-
Avoids getting lost in drill downs

· Specialized formats focuses information

· Customized screens

-
Standards vs. personal preference
	· In-basket 

-
Reminders in support of timeliness, compliance

· Schedule/patient list

-
Patient status continuously

· Workgroup tools

· Easy handoffs 

· Refills timely/accurate

· Referrals timely

· Integrated clinical/financial

-
Overcomes inability to pay for treatment 

· Telephony, email, instant messaging

  -
Quick response
	· Context-sensitive templates guide documentation

· Immediate access to active decision support

-
Improve productivity

-
Timely care

-
Can be intrusive

· Structured data

-
Contributes to downstream knowledge

· Issues:

-
Screen size

-
Device weight, heat, placement

-
Intuitive support
	· Invokes supply of knowledge—access to information/resources on a topic
· Drug and other rule-based alerts

· Reminders

· Clinical guidelines and pathways

· Chronic disease management

· Patient/family preferences

· Diagnostic decision support

· Use of epidemiologic data

· Real-time surveillance



Leveling CDS

Active forms of CDS must be appropriately engineered to find the balance between annoying clinicians and enhancing patient care and safety, and improving measurement. Many EHR users advise turning off all CDS, then slowly add what you need. Instead, be judicious about active alerts, monitor utilization including monitoring overrides and complaints, and improve the quality of CDS by appropriately leveling the sensitivity of active alerts.
Some complaints commonly heard about active alerts include:

· May be too general, textbook-like 

· May not be actionable

· Contains too much information that is distracting and time consuming, interfering with clinical judgment

· Does not blend into care processes

· Considered to contribute to extra and unnecessary work

· Complicated to use

· Multi-layered, time-consuming input and query functions

· Problems with inconsistent architectures, insufficient bandwidth, non-standard deficient data, incompatible workflows, and not intuitive

· Incompletely implemented, often in response to resistance

One obstetrician describes prescribing Tucks pads for virtually all deliveries and always getting the alert that indicates “witch hazel should not be administered orally.” An extra click is needed to override the alert. Unfortunately the alert has become routine and an annoyance. This obstetrician suspects that important alerts are ignored as a result.
Like implementing the EHR itself, taking the following steps can be helpful to improve your CDS: 

· Engage stakeholders.
· Recognize their role in reviewing, approving, and making changes to CDS.
· Understand stakeholders’ clinical goals and objectives, including time constraints, human failings, and human capabilities computers do not have.
· Translate clinical goals and objectives into specific CDS.
· Describe desired actions CDS should perform.
· Obtain baseline of performance if necessary to convince stakeholders of importance (e.g., number of times a pharmacist calls that the patient is allergic to a medication should convince a provider using e-prescribing to accept an allergy alert).
· Anticipate desired outcomes. Consider the most important alerts needed and focus on those first.
· Annotate rationale and potential obstacles for instituting each CDS alert type.
· Ensure CDS leveling exists in the EHR and use it to set the appropriate level of sensitivity for active alerts. Leveling may include:

· Ability to set drug/drug contraindication alerts as categorized by the drug knowledge database company (minor, moderate, major, never). 

· Drug/allergy alerts might be set in accordance with the nature of the reported allergic response to the drug. That information then must be captured in addition to the general name of a drug to which the patient claims to be allergic. Some CDS users prefer as a yes/no setting. Others prefer to describe each response as minor, moderate, or major and set alerts accordingly.

· Duplicate drug therapy is an alert that seems like it should be easy to manage, but actually requires a sophisticated medication list management process. For example, if a prescription will expire five days from the date of the visit in which the prescription is renewed, an alert is likely to fire as duplicative therapy. You may want to set such alerts for only certain categories of drugs, and/or within certain windows of time. Alternatively, the CDS alerting capacity may be at the drug name level rather than the drug category level and not recognize when a duplicative alert should fire. 

· Generic versus brand name drug alerts are becoming increasingly popular. Some practices find this generates so many alerts that they have actually set their e-prescribing to automatically change any brand name drug to a generic unless overridden by the provider. This is an alternative way to level alerts, but all users need to understand that this is happening and that they are on their own to make a change. 

· Alerts for duplicative lab and other diagnostic studies testing are becoming popular, especially when clinics are part of a large, multi-specialty group; integrated delivery network; or health information exchange (HIE) where the results of such studies are available from other providers. These alerts may need to incorporate time sensitivity, and have greatest acceptance when test results actually display rather than only receiving an indication that the test was performed elsewhere. If the patient is being seen within the same organization or even HIE, you should be able to set consent directives that enable opt-out of some data sharing or provide consent for exchange.

· Preventative care service reminders may or may not be active alerts. Some are designed to simply be present on a dashboard, perhaps marked by a symbol or red lettering when past due. Others are more active, requiring a response. For instance, if the patient is due for colorectal cancer screening, an active alert would trigger a response enabling documentation of the screening, patient report of having had the procedure elsewhere, or procedure declined. The documentation should remain visible and the next related prompt would occur when the system calculates the next screening is due. If the patient declines and it is the policy of the organization to continue asking, you may want to refrain from making that an active alert and manage by policy only. This alert also should enable flexibility in setting the next due date, as conditions may indicate to perform the colorectal cancer screening sooner than the typical requirement. The alert should also enable recording the type of colorectal cancer screening performed and timeframes associated with each.

· Chronic care reminders are often the most difficult to level appropriately. Because patients often return frequently, an alert to perform a diabetic foot exam every three months may be considered annoying by some. The frequency of the visits can prove the alerts most valuable. Evaluate whether the alert should be active or turned into a passive reminder instead. Either way, the ability to generate recall lists or follow up letters for patients due for various chronic and preventative care services is very important. Any leveling of the CDS should not impact the ability to generate these. 
· Ensure all data necessary to support the CDS is available, including adoption of vocabulary standards to increase positive matches between data entered and alerts that are fired. Be cautious of required template fields getting turned off because they are annoying; this may impact the CDS alert that draws from that data source. If a field to capture data is turned off and comments are able to be made in the field, non-standard data likely will be entered, also disrupting the CDS rules.

· Describe, select, and build CDS interventions needed to achieve goals at various points in clinical workflow:

· You may need to develop a table of CDS interventions and identify where in the workflow the data to support the CDS is captured and where in the workflow the alert, reminder, or other intervention is intended to occur.
· Evaluate who is best suited for capturing the data needed for CDS—which may be the patient, nurse, or other clinician, rather than the provider.
· Evaluate whether preventative care service reminders should display on a screen typically viewed early or later in the visit based on when such services most likely will be discussed with a patient. If a reminder displays too early and it is not an active alert, it can be forgotten. An active alert can be overridden with the intention of actually addressing it later, and then forgotten or require a correction.

· CDS is often considered primarily for clinical care or preventative services, but may also include elements such as positive patient identification, necessary consents, next appointments, distribution of patient educational material, etc. 

· Review, test, validate, and gain approval for specifications for CDS. This documentation may seem burdensome, but if an EHR has a sophisticated set of CDS provisions and changes are made to it, documenting becomes essential to show that the CDS was reviewed, tested, and approved, and changes made agreed upon by all stakeholders. If changes are made, constructing a test is essential to ensure that any changes anywhere do not negatively impact other functionality.

· Train users, implement, and obtain and resolve issues.
· Measure and report results, evaluate effectiveness, celebrate success, refine program as needed. Monitoring alert overrides is particularly important. Unintended consequences can occur from misuse of CDS—both in having too much and too little. Processing anything by exception is always prone to error, and making changes often results in a period of time when exceptions or workarounds, or the learning curve, can introduce errors that are difficult to work with. These can destroy confidence in CDS—even in the most supportive user. Use a tool such as the table that follows to track overrides, their reasons, and interventions you want to pursue (example in italics).
	Alert Overridden
	By Whom
	Circumstance/ Reason
	Action
	Intervention

	Duplicate lab test
	0247
	Test performed at a lab not commonly used by clinic
	Alert ignored
	Determine objection to lab; counsel or set policy

	
	
	
	
	

	
	
	
	
	


· Ensure CDS is kept up-to-date at all times. For example, if the US Food and Drug Administration just issued an alert concerning a drug, that alert should factor into the CDS system within 24 hours of issuance. Most e-prescribing systems include a subscription to a drug knowledge database that is updated daily, so CDS alerts from e-prescribing systems generally provide such responsiveness. Not all computerized provider order entry (CPOE) systems in hospitals are connected to such a subscription service, or may not be updated as frequently. Clinics that have providers using CPOE systems in hospitals should be especially attuned to differences so that not all EHRs systems are universally maligned.

Change Control

Change control is the process of documenting all changes to information systems. In large organizations, the change control process serves to provide a means to make formal requests for changes, obtain approval for the change to be made, prioritize the requests if not all can be performed within the timeframe designated, as well as to document exactly what change was made. For smaller organizations, some of these functions may not be necessary, or only may be necessary when the change is requested from the vendor. Documenting what changes were made is vitally important for several reasons:

· A change could have a harmful effect on a patient. You may need to ensure the ability to determine when the change was made, who approved it, under what circumstances the change was made, etc. in order to take corrective action or mitigate risk.

· A change may impact the ability of an interface or other application to work properly. Even after testing to validate a change, you may find that the change has an effect only on an unusual, but potentially harmful event. Or, the change may have been tested in one environment and not another, so that once it is rolled out fully, service may be disrupted until corrected.

· One person, group, or department may ask for changes much more frequently than others. Pinpointing this through documenting all changes may result in further investigation that finds other factors contributing to the change requests that need to be addressed.

· When you receive an upgrade from the vendor, you will need to translate the changes made in the old version to the new version. Having changes documented makes this task much easier. If the vendor is required to make the changes for you, documenting the vendor’s approval for the initial change may reduce disputes.

See 2.1 Change Control for specific policies, procedures, and forms with which to manage changes to information systems.
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For support using the toolkit

Stratis Health ( Health Information Technology Services

952-854-3306 ( info@stratishealth.org
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